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“BE3ONMACHOCTb OHTAMH -
3TO KOMAHAOHAS PABOTA,
FOE KAXXAbIM BAXKEH!”
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B LMPPOBOM
NMPOCTPAHCTBE

15 uiona 2022 r. no nopyu4eHuto Maebl Pecny6nvku Kpbm
C.B. AkcéHoBa Ha 6a3e AHO «[10M MOJIOAEXXW» 6bin OTKPbIT
otaen LleHTpa MoHuTOpUHra cetn UHTepHerT.

AHO «10M MOJTOOEXXW» co3paHa B Lensx popmMupoBaHuUs ycno-
BUWA A1 BCECTOPOHHEro pasBUTUA MONOAEXMW, peanvsalun ee no-
TeHUWana, BOBNEYEHUss MONOAEXM B aKTUBHYIO COLManbHYlO npak-
TUKY, pelleHVe aKTyaslbHbIX BOMPOCOB W MpPO6/iEM MOJIOAEXMU U
dhopMupoBaHMe MO3UTUBHOWN FPaXAaHCKON NO3ULMK noApacTatoLe-
ro NOKONEHUS.

LieHTp MOHUTOpPUHra ceTu UHTepHET 3aHMMaeTcsi obecrneyeHnem
6e3onacHocTu B MIHTepHEeTe 1 NoMoraeT npefoTBpallaTb onacHble u
NECTPYKTUBHbIE SIBNEHUS cpeau Monoaéxwu. MaBHas 3ajaya —
nouck B MHTepHeTe AeCTPYKTUBHOIO M MPOTUMBOMNPABHOIO KOHTEHTA,
KOTOPbIV COAEPXMUT MPU3biBbl K HACUNWIO, NponaraHay HapKOTUKOB,
cyvumaanbHble HaCTPOEHUS U Apyrye onacHble BELUy.

Kpome MOHWUTOpUHra, LIeHTp NpoBoANUT NpodunakTuyeckyto pabo-
Ty: OpraHuayeT MCUXONOrMYecKUe KOHCYNbTaLuK, TPEHUHIU U 0bpa-
30BaTefIbHble MeponpuUATUA ANS LIKONIbHUKOB U CTyAeHTOB. KomaH-
fon cneuynanucTtoB «[Joma Monogexu» 6onbluoe BHUMaHue yaens-
eTca TOMYy, 4TO6bl MoNnoaéxb ymena 6esornacHo MONb30BaTbCA
NHTepHETOM 1 nony4yana nosiesHyto U NO3UTUBHYIO NH(OPMALNIO.

YT06b1 cBA3aTbCA C LleHTpom MoHuTOpMHra cetn UHTepHeT u
COO6WNTD O AECTPYKTUBHOM KOHTEHTEe, Heo6XoAMMO HanucaTb Ha
o¢puumanbHyto nouty: dommolodcrimea@mail.ru




e AutuBmpyc - [0 ana obHapy>XXeHus 1 yaaneHus BpefoHOC-
HbIX MPOrpamm.

® AHOHUMHOCTb — BO3MOXHOCTb CKpbIBaTb CBOHO JINYHOCTb
B CeTu.

e AsTopu3sauus — [lpegocTaBneHve npas JocTyna.

e AyteHTudukauma — lNpoBepka MOASIMHHOCTW NOb3oBaTenNs
(naponu, 2FA, 6uomeTpus).

e Bnokupoeka (B 4yaTe unu couceTu) — MHCTPyMEHT, no3eo-
NALWMA OrpaHNYMTb JOCTYN HeXenaTeNbHbIM MNoJfib3oBaTe-
NAM K CBOEMY aKKayHTY U COOBLLEHUAM.

e boTHeT — CeTb 3apaXeHHbIX YCTPOWCTB MOA KOHTPOJIEM
3/10yMbILLSIEHHMKA.

® Bnoxxenusa (atraumeHTbl) — Qainbl, NPUKPENNEHHbIE K
MUCbMY WU COOBLLEHUID. ITO MOryT 6biTb [OKYMEHTbI,
KapTMHKW, apX1Bbl U T.M.

: e Bupyc - lMporpamma, 3apaxatouias daisbl U pacnpocTpa-
K” 5 E P HAMOLLLAsACA MeXay KOMMNbloTepaMn Yepes CeTb.

o DoS/DDoS-ataka — [Neperpy3ka cMCTeMbI 3anpocamMu.

5 E o [leyxdakTopHas ayTeHTudukauma (2FA) — Crioco6 Bxofa B

T aKKayHT, MpuM KOTOPOM MOMWMO Maposifi HYXHO BBECTU
JONONHUTENbHbIW Koa, (Hanpumep, n3 SMS unu cneuuanb-
HOrO NMPWUJIOXEHUST).

® Zero-Day - YA3BMMOCTb, Hen3BecTHass paspaboTyvMkam Ao
Hayana akcnnyaTayuu.

e HTTPS (3awmwéHHblit npoTokon) — MpoTokon 6e30MacHoro
COeAMHEHUs  Mexay CcauWToM M Monb3oBaTenem,
3allMLLaoWuiA faHHble OT nepexsarTa.

e UHdopmaumoHHas 6e3onacHocTb — CoxpaHeHne KOHGUAEH-
UManbHOCTH, LLleNNOCTHOCTU M JOCTYNHOCTM nHdopMaLmMm.

e UHcanpaepckas yrposa — PUCKU, ucxopsiine oT COTpyAHUKOB
opraHusauum.

e Kubepataka — LleneHanpaBneHHoe BpeAOHOCHOe BO3feNC-
TBUE Ha UT-cuctemsil.

MYTEBOOUTESb
MO UMDOPOBbIM N LMdPOBbIX aTak.
TEPMUHAM

e Kub6epbesonacHocTb — 3aluuTa CUCTEM, CETEN U JaHHbIX OT




Kubepbynnudur - ®dopma TpaBnu, KoTopas MNpOUCXOAUT
OHNaMH: 4Yepe3 KOMMEHTapuu, MECCEHXKepbl, COLICETH,
OHNIaNH-UIpbI.

Ku6eprurneHa — basoBble NpakTUKyM 6e30nacHoro noseje-
HWA B CETMW.

MITM-ataka — lNepexBaT faHHbIX MeXAy OTrpaBUTENEM U
nonyyaTtenem.

MaponbHasa 3awmrta - Mcnonb3oBaHue YHUKANbHbIX W©
CIOXXHbIX Naponen Ans 3aluTbl Bawmx AKKayHTOB.

® aTty — O6HOBNEHUE AN YCTPAHEHUS YSI3SBUMOCTEN.

® Penetration Testing — TecTupoBaHMe Ha MPOHUKHOBEHMWE
ONA BbIABNEHNA YA3BUMOCTEN.

PaHcomBep - LlUudpoBaHue paHHbIX C TpeboBaHMEM
BbIKyMa.
Pytkut - BpefoHocHas nporpamMMma, Mo3BofstoLLas

3/10YMbILWJTEHHUKY CKPbITHO YyNpaB/iIATb YCTpOVICTBOM.

e SQL-uHbeKuusa — BHeapeHue BpeJOHOCHOro Kofa B 6a3bl
JaHHbIX.

® CKpMHLIOT — CHMMOK 3KpaHa.

e CoumanbHass MWHXXeHepus - MaHunynaumMm c Uenbko
nonyyeHna focTyna K KoHduaeHUUanbHON MHhopMaLmK.

e TposiH — BpefjoHOCHasA NporpaMMa, MacKupyowascs nog
6e30nacHyto.

e Tponnuur - lNoBefeHVe B UHTEpHETe, HanpaBfieHHoe Ha
NpoOBOLMPOBaHME APYrUX Nosib3oBaTesNen.

® YTeuka faHHbIX — CUTyauus, Korga nuyHasa uHdopmaums
nonb3oBaTensa NonagaeT B PyKu TPeTbMX NnL.

e OuwuHr — MOLWEHHUYECKNne nucbMa UM coobLieHus c
Luenbto KpaXXu NN4YHbIX AaHHbIX.

® JKkcnnout - [lporpamma uAM MeToh, WCMONb3YHoLWMA
YA3BMMOCTb.

e LliupposanHue — NpeobpasoBaHne AaHHbIX B HEYMTAEMbIN
tdopmar 6e3 crneymanbHOro Kikya.

® LlinnoHckoe MO - lNporpamma, koTopas cobupaeT uHbop-
Mauumto o0 nonb3osaTesne 6e3 ero Begoma.



LLMDPPOBDBIE OLLUMBKM

C peanbHbIiMM NOCNEACTBMAMM

E Ku6epbynnuHr B yate knacca

Cutyauusa: B WKONbHOM YyaTe OfMH YYEeHWK OCKOpOBAAET M TpaBuT
ApYroro, co3fjaéT 0CKOp6UTeNbHbIe MeMbI U NY6IMKYET B COLICETSIX.

OTBEeTCTBEHHOCTb:
e Ctatbs 5.61 KoAlN P® — ockopbneHne (agMWHUCTPATUBHbIN
wrpad).
e Ecnu TpaBnsa cuctemMaTuyeckas U COnpoBOXAAeTCsA yrpo3amMum —
yronoBHasi OTBETCTBEHHOCTb Mo cTaTbe 119 YK PO (yrposa »xus-

HM 1 300p0BbIO), cT. 128.1 YK P® (kneBeTa), cT. 137 (HapyLweHue
HEMNPUKOCHOBEHHOCTU YaCTHOW XXU3HM).

u ” ¢ I o B bl E E CospnaHue deiroBoro npodpuna yunrens
Cutyauus: CTyaeHT co3[aéT akkayHT yumtens B TikTok n nyénukyet

o m u 5 K” OT €ro UMeHMU LLYTAUBbIE NN NPOBOKALMOHHbIE BUAEO.
OTBETCTBEHHOCTb:

e CtaTtbs 137 YK P® — HapylleHne HENPUKOCHOBEHHOCTM YacTHOM
C PEAITbHbIMMA T

HOCHEHCTBMSMM ¢ e CrtaTtbsa 128.1 YK P® — kneBeTa, €c/iv 0T UMEHW BbIMbILLIIEHHOTO
; , ‘ npodunsa Ny6nnKYHOTCA NIOXHbIE CBEAEHUS.

E Mepexon no ¢puWIMHroBOM CCbiNKe
Ha «CKMAKY”

Cutyauua: CTyfeHT MoJfiydaeT CCbiNKy OT Apyra B MECCeHKepe
«TOJIbKO CErofHsi CKuAka Ha TexHuky 90%», nepexoauvT W BBOAWUT
JaHHble KapTbl.

OTBETCTBEHHOCTb (A1 MOLUEHHUKOB):

e Ctatba 159.3 YK P® — MoOLUEHHMYECTBO C MCMNONb30OBaHUEM
9NEeKTPOHHbIX CPeAcTB nnaTtexa. Ecnu caM cTygeHT nepecnan
CCbINIKY APYrMM — MOXET 6bITb MPU3HaAH COy4YaCTHMUKOM.




Yuactune B Telegram-6ore no «cnusam»

Cutyauus: LLIkonbHUK nognucaH Ha KaHan, rae aHoOHMMHO BblKna-
AbIBakOT UHTUMHDbIE CbOTO/BMﬂ,eO OAHOKNAaCCHUKOB.

OTBETCTBEHHOCTb:

e Crtatba 242.1 YK P® — usrotoBneHve u o60opoT MaTepuanos
UM NpeaMEToOB C  MOpHOrpaduyeckuMmn  U306paXkeHnsIMU
HecoBepLUEHHONETHUX

e CtaTtbs 137 YK PO — HapylweHne HenpuKOCHOBEHHOCTU 4acT-
HOMN XXU3HMW.

e YronoBHasi OTBETCTBEHHOCTb C 16 neT, a B psije cnyyaes — c 14
ner.

Paccbinka cnaMa MM CCbINIOK Ha
nMparcKue CamTbl

Cutyauusa: CTyaeHT nybnaukyeT CCbIJIKM Ha CKavyuMBaHWe B3JIOMaH-
HbIX Urp, dunbmos, MO.

OTBETCTBEHHOCTb:
e Ctatbsa 146 YK PO — HapyLleHne aBTOPCKUX U CMEXHbIX NpaB..

e Crtatba 13.41 KoAll P® — pacnpoctpaHeHue 3anpeLiéHHONn
UHbopMaLmK.

Cosnal-me 60'ra, aTakyouwiero LWKONMbHbIM
cant (DDoS)

Cutyauua: pynna LWKOMNbHMKOB 3aryckaeT 60T-aTaky Ha cant
LIKOSbl «pafy NpuKona» nepes saksamMeHamu.

OTBETCTBEHHOCTb:

e YK P® Cratba 274.1 — HenpaBOMepHOe BO3AeNCTBUE Ha
KPUTUYECKYIO MH(OPMaLMOHHYO MHGDPACTPyKTypy Poccuinckon
depepaunn

e Ctatbsa 274.1 YK P® — cospaHue cpeacts ana DDoS-aTak.

e CtaTtbsa 272 YK P® — BMeLaTeNbCTBO B paboTy MHHOPMAaLIMOH-
HbIX CUCTEM.

e B03MOXXHa yronoBHas OTBETCTBEHHOCTb C 16 neT.

Mcnonb3oBaHMe HaAaMAEHHOM

¥ 6aHKOBCKOM KapTbl

Curtyauus:

CTYAEHT HaxoamT Ha ynuue 6aHKOBCKYHO KapTy W peLuaeT «mnonpo-
60BaTb»: NOKYNaeT efy, NEPeBOANT AeHbIM cebe Ha CYET.

OTBEeTCTBEHHOCTb:

e Cratba 158 YK P® — kpaxa (MCronb3oBaHWE YyXux
CPeACTB — 3TO XULLEHME).

e CtaTb 159.3 YK P® — MolleHHMYecTBO Npu 6e3HannyHbIX
pacyeTax C WUCNonb3oBaHWeM WHMOPMaLMOHHO-KOMMYHUKa-
LIMOHHbIX TEXHOMOMNIM, d9NEKTPOHHbIX HOCUTeNen nHpopmaLlmm,
B TOM 4Mcne NaaTeXHbIX KapT, @ TakXKe WHbIX TeXHU4EeCKUX
YCTPOWCTB.

¢ YronoBHasi OTBETCTBEHHOCTb HacTynaeT c 14 ner.

e [laxe ecnv cyMma Hebonbluas, feAcTBrA KBanuduumpyroTcs
KaK yMbILLIeHHOE NPecTyneHue.

«.D.aii KapTy = nepeseany Tebe A€HbIrm»
Cutyaums:

LLIKONbHUK AAET CBOK 6aHKOBCKYH KapTy OAHOKIACCHUKY, YTO6bI
TOT «MepeBEN AeHbrn 3a urpy». Mo3xe okasblBaeTcs, YTo KapTta
“cnonb3oBanacb Ans MOMyYeHUs [eHer OT MOLUEHHWYECKO
cxeMbl. BaHK 6/10KMpYeT CYET, a BNajeneL KapTbl Bbi3blBaeTCs B
NOMULMIO KaK YYaCTHWK.

YT0 HapyweHo:

e [laxke ecn1 noApoOCTOK He 3Han O NnpecTynieHun, nepepava
KapTbl TPeTbMUM NuuaM npoTnBOpeyHnUT YCITIOBUAM 6aHKa.

e B cnyyae BbifiBNIeHMA CXxeMbl — BO3MOXHa yrofioBHass OoTBeT-
CTBEHHOCTb 3a Coy4yacTue B MolueHHuYecTBe (cT. 159 YK PO)
Unn OTMbIBaHUE [OXOAO0B, NOJIYYEHHbIX MPECTYNHbIM MYTEM
(cT. 174 YK PO).

e OTBETCTBEHHOCTb MOXET HacTynuTb € 14 ner.



nponama PEKBHBHTOB KaPTbI «ana
3apaboTka»
Cutyauus:

CTypeHT pa3mellaeT o6bsiBneHue B Telegram: «Mpogam peksu-
3UTbl KapTbl A1 NepeBOAOB». HeaHakoMel NoKynaeT AaHHble U
UCnonb3yeT UX B MOLUEHHWYECKUX onepauusax. CTyaeHTa BbI3bl-
BaloT Ha Aonpoc.

YT0 HapyLueHo:

e [pogaxa Wnu nepepava pPeKBU3UTOB 6GAHKOBCKOM KapTbl
MOXeT 6bITb KBanMbULMpoBaHa Kak:

Ct. 187 YK P® — He3aKOHHbIN 060pOT NAaTEXHbIX CPEACTB U
[laHHbIX (80 6 NeT NULLIEHNS CBO60OAbI);

Ct1.159.3 YK P® — yyacTue B MOLLEHHUYECKUX CXeMax;

e Tak>xe MOXeT 6bITb HanoXeH WTpad Ao 1 MAH py6neit.

Jaxe ecnu CTYLAEHT «HU4Yero He genan camM», yHacTtue B CXxeme
CYUTAEeTCH 0OCO3HaHHbIM COAENCTBUEM npecTynneHunto.

«Tbl e NPOCTO PENnoOCTMIUb = HHYEro
cTpawHoro?»
Cutyauus:

CTapLUeKNnacCHUK MognucaH Ha aHOHWMHbIA Telegram-kaHan, rae
perynspHo ny6sIMKYIOT «OCTPYtO NpaBAy» O BNacTW U «cripaBeanu-
Boe conpoTusneHue». OH AenaeT penocT 3anuci, B KOTOPOW
cofiepXaTcsi Mpu3biBbl K HAaCWUNbCTBEHHbIM AENCTBUAM, @ Takxe
BMEO C UHCTPYKLMAMM MO U3rOTOBNIEHWIO 3anpeLLeHHbIX BELLECTB
“ NPeAMETOB A5 y4acTUs B HECAHKLIMOHMPOBaHHbIX aKLIMAX.

Yepes HeKOTOpOe BpeMs Ha €ero akkKayHT BbIXOAMT nonvuua —
nocT 33¢MKCI/IDOBaH CUCTEMON MOHUTOPUHIA 3KCTPEMMUCTCKOrO
KOHTEeHTa.

Jlaxke ecnu Tbl He co3AaBan MaTepuarsn, a NPoOCTO PeNOCTHYN, Nank-
HYN WAW Mepecnan Apyry — 37O YKe MOXeT 6biTb KBanuduumpo-
BaHO KaK pacnpocTpaHeHue 3anpeLléHHon nHbopmaLmu.

Poccuiickoe 3aKOHOAATENbCTBO MPU3HAET MHTEPHET-aKTUBHOCTb
(B TOM uunCrie B COLCETSX) FOPUANYECKN 3HAYUMO.

Y10 HapylleHo:

e Crtatba 205.2 YK P® — ny6nunyHble npusbiBbl K OCyLLecTBie-
HUIO TEPPOPUCTMYECKON [eATeNIbHOCTKH, a TaKXe onpaBAaHue
Teppopusma:

o OTBETCTBEHHOCTb C 14 ner;
o [0 7 NeT N1LeHns cBoboabl.

e Cratbs 280 YK P® — ny6nnyHbie Npu3biBbl K 9KCTPEMUCTCKON
DeATeNbHOCTY:

o OTBETCTBEHHOCTb C 16 ner;
o wTpad, apect uam nuweHue ceoboabl ([0 5 ner).

e CraTbsa 282 YK P® — B036y)KAeHNe HEHABUCTU NO NONUTUYEC-
KWUM, HaLMOHaNbHbIM, PefIMrMO3HbIM MPU3HaKaM:

O 3a penocT, Mewm, KOMMeHTapMﬁ — yXe 6b1nK peanbHble
yrosioBHble gena.



« «<FOMOpMCTHUECKMM KOHTEHT
O B3pbiBax = 3TO e WyTKa?»

Curyauus:

CTyneHT BblKNaabiBaeT B COLManbHble CETU IOMOPUCTUYECKOE
n3o6paxkeHne 3aHusA C NOANUCHIO «BbINo 6bl KPACUBO, €C/N bl OHO
B3/1€TeN0...», CONPOBOXAAsA 3TO WYTOYHbIM KOMMeHTapuem. LllyTka
6bICTPO  pasfneTaeTcsi, Ha HEro >KanyloTcs  Nonb3oBaTenw.
My6nukaumen nHTepecyeTcs NOAULMS.

Y70 HapyLueHo:

¢ Cratbsa 207.3 YK P® — ny6nunyHoe pacnpocTpaHeHue 3aBefjoMo
NoXHon nHbopmaLmmn 06 akTax TeppopusMa:

O Aaxe «WyTKWU» MOryT 6biTb KBaNUUUMPOBaHbI KakK co3pa-
HWe NaHUKWM UK onpasaHue HaCcUNus.

o A0 5 neT nuweHns csoboabl.

e Cratba 205.2 YK P® — onpaBaaHue Teppopuama (ecnu wytka
BOCXBAsIAET UM 0,06pseT Hacunue):

O OTBETCTBEHHOCTb C 14 neT;
o wTpad Ao 1 MAH py6nen Uam TopeMHoe 3aKHYEHME.

KoMMeHTapmii: dopmMaT WyTKM He OCBOBGOXAAET OT OTBETCTBEH-
HOCTM. LLlyTKa MOXeT 6bITb BOCMPUHATa KaK peanbHblil NPU3bIB UK
yrpo3a, 0CO6€HHO B KOHTEKCTE TPEBOXHOMN 06CTaHOBKM.

«Betynun B “raiHylo rpynny” B yare»
Cutyauus:

CTyneHT cnydaiiHo nonan B 3akpbiTylo rpynny B Discord, rae
y4aCTHUKM 06CYXXAaloT MOArOTOBKY «aKLuil BO3Me3ausi». OH He
y4acTByeT aKTUBHO, HO YNTaeT 06CYXAEHMUs,, UHOrAa CTaBUT Naiiku,
He coobLuas 06 yBUAEHHOM.

YT0 HapywweHo:

e Cratbsa 205.3 YK P® — HesameanuTenbHoe HeyBeflOMNIeHNe O
rOTOBSLLLEMCSH TEPPOPUCTUYECKOM aKTe.

e CtaTbs 282 YK P® — ecnu rpynna pacnpocTpaHsieT 3KCTpe-
MUCTCKYIO MAEONoruto, a y4acTHUK eé€ noppepxusaer (paxe
Monuya).

e Cratba 2053 YK P® — npoxoxaeHne o6yYeHUs B Lensx
OCYLLECTBNEHUA TEPPOPUCTUYECKON AEATENBHOCTM

¢ HakasaHnwue: ot 100.000 p. wrpada Ao 1 roga nuweHus cBo60oAbl.

E Cobupan poHatbl «Ha 60pbby ¢

cucrteMom»
Cutyauus:

MoapocTok co3AaéT aHOHUMHbIN KOLENEK M pasmelaeT QR-kog

B COLICETAX CO CnoBaMn «Ha CONpPOTUBIIEHNE» U «HA ABUXKEHMWE 3a
npaeay». Ha pfene cpeacTtBa nepeBoAsATCs B 3anpeLyEHHYHo
3KCTPEMUCTCKYHO OpraHM3auuio.

YTo0 HapyLieHo:

e Cratba 205.1 YK P® — copeilcTBue TeppoOpUCTMHECKON
AeATeNbHOCTH, PUHAHCUPOBaHHUE.

e Cratbsa 282.3 YK P® — duHaHCMpOBaHWE 3KCTPEMUCTKOM
[eATenbHOCTH. ’

e HakasaHue: oT 5 o 15 net nuiwieHna ceobogbl.

«“Pewmn nocnoputb B KOMMEHTapMAX»

Cutyauus:

LLKONbHUK aKTMBHO MUWLIET MNOA MNOMUTUYECKUMMW MNOCTaMu B
COLICETSIX, MNPU3bIBass K ©KECTKOMY [eWCTBUIO«, «OTNpaBuUTb
YMHOBHUKOB Ha Hapbl», «CHECTU CUCTEMY» U T.N. CBOE noBefeHue
CUYMTaEeT «BbICKa3blBaHNEM MHEHUSA» U <UTPOM Ha NyBINKY».

YT0 HapyLweHo:
¢ CtaTbsa 280 YK P® — ny6nnyHbie Npu3biBbl K 9KCTPEMU3MY.

e Cratba 282 YK P® — ecnu ecTb Mpu3HaKu BO3BYXKAEHUS
counasnibHON/NoNNTUYECKOW BpaXKbl.

e CraTba 20.29 KoAll P® — npon3BoACTBO U pacnpocTpaHeHue
9KCTPEMUCTCKUX MaTepuanoB (eCnu [AeNnTCs CCblKaMu Ha
3anpeLyéHHble pecypcbl).

¢ HakasaHwue: oT agMWHMCTPaTUBHOrO WTpada 40 5 neT nuue-
HUA CBO6OAbLI — B 3aBUCMMOCTM OT TSXKECTM U MOBTOPHOCTY.




«Hapucosan rpacgcuth no npocbbe
“crapwero’»

Cutyauus:

CTyAeHT-XyAOXHMK No npocbbe «KypaTopa» U3 UMHTEPHETa pucyeT
Ha CTeHe 3AaHWs CTpaHHbIn cumBOon M QR-kop, Beaywmi Ha
Telegram-kaHan. OH He npoBepsis, YTo 3TO 3a pecypc. [Mo3xe
BbIACHAETCA — 3TO 3aKpbITOe COO6LWECTBO C TEPPOPUCTUYECKOW
naeosnoruen.

Y10 HapylueHo:

e Ctatba 2052 YK P® — yuyacTme B pacrpocTpaHeHuu
TEPPOPUCTMYECKON NponaraHab.
e Ctatba 214 YK P® — BaHAanvMsM — MOBPEXAEeHUE WK

OCKBEpPHEeHWe 34aHUN, NaMATHUKOB U np.

e CraTba 282 YK PO — B036yXAeHUME HEHABUCTU WM BpaxAbl,
€C/TN PUCYHOK COAEPXUT 3KCTPEMUCTCKME CUMBOIIbI.

e HakaszaHue: wrpad, ob6sizaTenbHble paboThl, NULLIEHNEe cBO6ObI
no 7 ner.

«Cpenan TikTok c opyxuem u cTpaHHOM
MYy3bIKOM»

CuTtyauums:

LLIKoNbHUK ny6anKyeT BMAEO, HAa KOTOPOM OH [AepXWT MnpeaMer,
MOXOXWN Ha opyxue (Hanpumep, CTPalKGONbHbIM aBTOMaT), Ha
(OHe MecHU C TeKCTOM Mpo «OTMLieHMe». B onucaHumn ¢pasa:
«KanTe, CKOpO BCE N3MEHUTCS».

YT1o HapyLueHo:

e CraTtba 207.3 YK PO — pacnpocTpaHeHWe NoXHoW UHbopma-
LMK O TepakTe, eCqin 3TO pacLieHeHO Kak yrposa.

e Cratbsa 205.2 YK P® — onpaBpaHue Teppopusma (ecnu B
TeKCTe BUAEO/My3blKe eCTb SIBHbIE OTCbISIKM).

e Cratbs 20.3 KoAll P® — nponaraHga akcTpeMusamMa — 3a
NCNOb30BaHME CUMBOIUKU NN HAMEKOB.

TBOS

BE3ONACHOCTbD

B MHTEPHETE - B TBOMX PYKAX




'BE3ONACHOCTB

1. OcTopoxHO ¢ coobLIEeHMAMM M MMCbMAMM

Hukorga He OTKpbiBaW NOAO3pPUTENbHbIE MUCbMA, CCbISIKU U BAOXKEHUS
OT He3HakoMueB. Ecnn nucbMoO BbIFSAWMT CTPaHHO, Jyylle ero
yaanutb. O6pawad BHMMaHWMe Ha afgpec OTMpaBuTeNss — WHOraa
MOLLUEHHUKM MaCKUPYIOTCA NO4 3HAaKOMble OpraHu3aLum.

2. MpnaymbiBask CNoOXHbIE M pa3Hble NAponM

Mcnonb3yit ANUHHbIE WM YHUKANbHbIe Maponu ANs Kaxoro caiTa. He
UCNonb3yit OfMHaKOBbIE MaponKU NS COLCETEN, MOYTbl U UHTEPHET-
MarasuHoB. Jlyylle Bcero, ecnv naposib 6yAeT COCTOsITb U3 6yKB, Lndp
1 CUMBOJOB.

J

3. Bknoum aAByxcaKTOpHYIO ayTeHTMPHKauMIO
(2FA)

3TOVAOI'IOI'IHI/ITeJ1bHaFI 3alliMTa akKayHToB. [laxe ecnu KTO-TO y3HaeT
TBOW Maposib, OH He CMOXeT BOWTM 6e3 BTOPOro Koaa, KOTOpbIi
npuxoguT no SMS unu B cneumanbHoe MNPUSIOXKEHUE. 3TO CUSIbHO
CHUXaeT pUCK B3/1oMa.

4. O6HOBNAM NPHNOKEHUSA M AHTMBUPYC

PerynapHo yctaHaBnmBai o6HOBNEHWsI AN TenedoHa, KoMMbloTepa U
NpunoXeHnn. O6HOBNIEHNSA YaCTO 3aKpbIBalOT YA3BUMOCTM, KOTOPbIMM
MOryT BOCMO/Ib30BaTbCA 3M0YMbIWNEHHUKN. AHTUBUPYC mMomoraer
3apaHee 06HapY>XMTb BPEAOHOCHbIE NPOrpaMmbi.

5. OcToposHo ¢ o6buwecTtBeHHbiM Wi-Fi.

He 3axoan B nMuHble akkayHTbl (Hanpumep, 6aHK MMM COLICETH) Yepes
6ecnnatHble Wi-Fi B Kade, TpaHcnopTe uau Toprosbix LeHTpax.TBos
6e30nacHOCTb B UHTEPHETE — B TBOMX pyKax.

6. Mposepsan nobylo «BbiroaHyo0» MHpopMaumo

Ecnu Tebe obeLlatoT Nérkme AeHbru, Noaapku, NoapaboTKy C 60/bLLIOV
onnaTtoil — He Bepb Ha cfloBo. Bcerga nposepsn, KTO 9T0 nNpeanaraer.
HacToswue pa6oToaaTens He NpPoCAT NepeBOAUTb AeHbrU WA cpasy
npucbliaTb Nacnopr.

7. Paccka3sbiBan APYrMM, KaK 3aliMTHUTbCS

Mogenucb  dTUMKU  coBeTaMu  C  ApYy3bsMW,  pPOAHbIMM U
O[HOKNACCHUKaMun. Yem 6onblue Ntoaei 3HatoT 06 UHTepHeT-yrposax,
TeM TpyaHee 06MaHyTb. IJTO OCOBEHHO Ba)HO AN  MIAALWNX
LLIKOSTbHUKOB M NMOXWJbIX POACTBEHHUKOB.

8. Cneamu 3a onepaumsamMm no 6aHKOBCKOM KapTe

MHorga npoBepsii BbINUCKY NO Kapte. Ecnu 3amMeTMn He3HaKoMyto
onepauuio — cpasdy coobwmn B 6aHK U poauTensm. Yem 6bicTpee
cpearvpyellb, Tem Jjierye BEpPHYTb JAeHbr U 3ab10KMpOBaTb
MOLLEHHWNKOB.

9. YcTtaHaBnMBaK aHTMBMPYC, MPOBOAM NPOBEPKM

[axe 6ecnnaTHblii aHTMBMPYC MOXET MpefoTBpPaTUTb 3apaxeHue
BUpycamu. Mepuoamyeckn 3anyckail MosHylo NpOBEpKY YCTPOWCTBA,
0COBEHHO ecivt OHO CTano TOPMO3UTb UK BECTU Ce65i CTPaHHO.

10. He aenmcb nMuHOM MHcpopMaLMel B CeTH

He ny6nukyin B OTKpPbITOM AOCTyne CBOW JINYHble AaHHble: afpec,
HoMep TenedoHa, nacnopt, GOTo JOKYMEHTOB M 6aHKOBCKOW KapTbl.
3TN paHHble MOTYT UCMOSIb30BaTb MOLLIEHHUKN, AaXke eCnn Tbl NpoCTO
XOTes nokasaTb [Apy3bAM, KakK nosiyyun BOAUTENbCKKWE npaea win
KapTy 6aHKa.

11. He noka3biBai 3KpaH NOCTOPOHHMM

CTapaiica He [EMOHCTPMpPOBaTb 3KpaH CcBoero TenedoHa WK
KOMMblOTEpa He3HaKOMbIM ftoasaM. Oco6eHHO ecnin y Teba OTKPbITbI
NNYHblE  MNepernuckyu, OGaHKOBCKUE TMPUIIOXKEHUA WM BaXHble
AOKyMeHTbI. Byib OCTOPOXEeH faxke Npyu BMAEO3BOHKAX UMW OHMIaNH-
ypokax — y6eauchb, YTO Ha 9KpaHe HeT NNLIHeR MHhopMaumnK.

Yro6bl cBA3ATbCA

c LleHTpOM MOHUTOpPUHra U COOBLWMUTb O AECTPYKTUBHOM
KOHTEHTE, He06XO0AMMO HamnucaTb Ha opULNaNbHYH MOYTY:
dommolodcrimea@mail.ru



